
 
 

 

ICT Policy 

 

Purpose 

To provide guidance on the responsible, safe, and effective use of Information and 
Communication Technology (ICT) resources at Deans Marsh Community Cottage Inc. 
(DMCC) 

Scope 

This policy applies to all staff, volunteers, contractors, and visitors using ICT resources 
owned or managed by DMCC.  

Principles 

• ICT is provided primarily for community, educational, and organisational 
purposes. 

• Users are expected to act lawfully, ethically, and respectfully. 

• Cybersecurity, privacy, and child safety must always be upheld. 
 

ICT Resources Covered 

• Computers, laptops, tablets, and smartphones. 

• Internet, Wi-Fi, and email accounts. 

• Printers, copiers, and telephones. 

• Shared drives, cloud services, and databases. 

• Social media accounts and websites managed by DMCC. 

 

Acceptable Use 

• ICT resources are to be used for approved work, study, and community 
purposes. 

• Limited personal use is acceptable if it does not disrupt others, compromise 
security, or incur extra costs. 

• Users must: 

o Protect passwords and not share logins. 



 
 

o Log off when devices are unattended. 

o Respect copyright and licensing requirements. 

o Follow child-safe and privacy standards when handling images, data, or 
communications. 

o  

Unacceptable Use 

Examples of misuse include: 

• Accessing, creating, or sharing offensive, discriminatory, or illegal material. 

• Cyberbullying, harassment, or abusive communication. 

• Installing unauthorised software or altering settings without permission. 

• Bypassing security controls or attempting to hack systems. 

• Using ICT for private commercial gain or political campaigning without approval. 
 

Social Media & Communications 

• Official accounts must only be used by authorised staff/volunteers. 

• Posts must be respectful, accurate, and aligned with organisational values. 

• No personal information or images of participants may be shared without 
consent. 

 

Security & Privacy 

• Antivirus and system updates must be maintained. 

• Sensitive data (e.g., participant records, financial data) must be stored securely 
and only accessed by authorised users. 

• Portable devices (USBs, laptops) must be password-protected. 

• Breaches of privacy or suspected cyber incidents must be reported immediately 
to the Coordinator. 

 

Child Safety 

• All ICT use must comply with the Victorian Child Safe Standards. 



 
 

• Volunteers and staff must not communicate privately with children via personal 
devices or accounts. 

• Images of children may only be published with prior written consent from a 
parent/guardian. 

 

Monitoring & Compliance 

• ICT usage may be monitored for security and compliance. 

• Breaches of this policy may result in withdrawal of ICT access, disciplinary 
action, or referral to authorities where required. 

 

Responsibilities 

• Committee of Management: approve and review this policy. 

• Coordinator: oversee ICT use, security, and training. 

• Staff/Volunteers: comply with this policy and report breaches or risks. 

 

Review 

This policy will be reviewed every 2 years, or sooner if required due to changes in law, 
technology, or organisational needs. 

 


